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1. Access Service Level Agreement

1.1. Introduction
IS have followed a design philosophy which ensures that its SLA parameters are relevant to the Customer and are delivered in a way which is easily understood and measured.  By offering SLA’s relevant to the specific PoP in which the customer obtains their Internet Access, as well as service guarantees for both local and international connectivity, IS endeavours to approximate our customers’ actual experience, and reflect the operation of the purchased Service.

1.2. Network Topology
On the Local Network, all links are terrestrial, eliminating any high latency or weather interference usually associated with Satellite connectivity.  From a PoP perspective, IS have ensured that all Access PoP’s have a minimum of three paths to alternate PoPs in South Africa, ensuring an active meshed topology in order to dynamically reroute Internet traffic in the event of any Telkom or PoP failure.  The capacity of the local backbone links are monitored to ensure a guaranteed service between any two PoPs in South Africa under normal operating conditions. 
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For the purposes of this document the IS International Network will be treated as a separate logical network (i.e. separate from the local network), however from a routing perspective they are synonymous.  Once again ensuring an effective meshed topology utilizing fibre optic cable as the transmission medium of preference to ensure low latency and high throughput transmissions, thus allowing IS to deliver the true power of dynamic routing and provide maximum fault tolerance.
International Backbone

Routing protocols - IS have configured both EGP and IGP (External and Internal Gateway Protocols) on the IS Network to ensure that the best path will be taken by an IP packet both inbound and outbound, locally and internationally. The only variable would be the RTT which may vary depending on which path has been determined as the best ’path’, as well as which class of service
 the customer has opted for (Optimum or Select).
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1.3. Transmission Medium
International bandwidth is delivered via Fibre Optic Cable care of the undersea cable systems such as SAT-3, SAFE and SEACOM. Thereby ensuring optimal network performance in terms of response time, throughput and reliability in comparison to Satellite tranmissions.
1.4. SLA Definitions

1.4.1. Path

A path (a logical entity) is defined as a single virtual connection between two points in a network. Several different combinations of physical links may join these two points at any given time.

1.4.2. Statistics Collection

IS considers the IS NMS to be the single source of statistical data, except in cases where (for a variety of reasons) no NMS statistics are available. In such cases, availability information only can be provided on request by the IS Netcool monitoring system (Netcool). Netcool collects information pertaining to up/down events on the IS network. If Netcool indicates no ‘down’ events for the relevant PoP for the period corresponding to the NMS outage, it will be assumed that services were being provided as per normal for the duration of the NMS outage. No penalty payments will apply for such periods.
In the unlikely event of both the NMS and Netcool systems being down, no statistics will be presented for such periods. No penalties will apply during these periods, unless the customer has logged a service request stating service unavailability during the monitoring period which would have a material impact on the penalty calculation for that month.
1.4.3. Test Sequence

A Test Sequence is defined as one of the set of measurements which is initiated by NMS which collects measurement data across pre-defined paths on the IS network, the results of which are collected and collated and used to calculate the IS SLA parameters of Availability, Packet Loss and RTT which are then displayed in a graphical or ASCII data format on the IS Customer Zone.

A Test Sequence is comprised of a number of test cycles (approx. 14.5 per Test Sequence).  A test cycle is in turn comprised of 10 x 100 Byte UDP
 packets sent 50 ms apart, every 62 seconds as depicted in the diagram below.
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1.4.4. Peer/Peering

Two distinct networks are said to peer when they have one or more points (peering points) at which they are physically connected to create a direct link between the two networks, allowing the seamless handover of traffic between networks.

1.4.5. Path availability

Path availability is defined as the ratio of time that the path was measured as being up over the total period of time during which measurements were taken (a calendar month). An availability test sequence is successful if one or more test packets for that test sequence generated a response from the remote end of the path for which availability is being measured.

	Path Availability (%)
	=
	Time over which path is measured as being up
	x
	100

	
	
	Total Time
	
	


1.5. Parameter Definitions
While it is of critical importance to IS that we meet ALL SLA parameter target values, it is vital to understand that no single parameter can be viewed in isolation, as this will result in a skewed view of the performance of the IS Internet Access network.

Traditionally, the Availability SLA parameter has been viewed by customers as the most important indicator of the service provided by IS. In reality, Packet Loss and RTT will most likely reflect the actual service that the customer has received.  Availability is merely an indication that the IS Internet Access Network is accessible from the customer’s perspective, and is not necessarily an indication of network response, or an indication of the quality of service that the customer has received.

No single SLA parameter on its own is an indication of IS’ Network performance, all three parameters are integrally linked to ascertain IS’ Networks true performance.

1.5.1. Availability 

1.5.1.1. Local
The Local Access Availability is defined as the average path availability of all paths on the local network over the period of a Calendar Month from the perspective of each of the IS Local POP’s.

Per local PoP Availability (%) = Average Availability of all paths to that specific PoP x 100
1.5.1.2. International

International Availability is defined as the average path availability of the Rosebank – London Path and the Rosebank – New York Path over the period of a Calendar Month.

International Availability (%) = (Average Availability of Network Path)
1.5.2. Packet Loss

Packet loss across a particular path (Local Network or International Fibre network), over a Calendar Month is defined as the ratio of test packets recorded as lost or failed (within a test sequence) over the total number of test packets recorded as being sent during that period. If a router sends a test packet for which it does not receive a response, this test packet is considered to be lost. Note: packet loss of the test packets approximates the loss of normal traffic packets across the measured path.

	Per Local PoP Packet Loss (%)
	=
	 ∑Failed Test Packets
	x
	100

	· 
	· 
	∑Test Packets Sent
	· 
	· 


	Per International PoP Packet Loss (%)
	=
	 ∑Failed Test Packets
	x
	100

	
	
	∑Test Packets Sent
	
	


1.5.3. RTT

RTT on a particular path (Local network or International Fibre Network), over a Calendar Month, is defined as the average RTT of all test packets received during that period. The RTT of test packets are only recorded if a response is returned, i.e. RTT is only measured during periods when the path is available.

	Per Local PoP RTT (ms)
	=
	 ∑RTT of all successful Test Packets

	
	
	Total number of successful Test Packets


	Per International RTT (ms)
	=
	 ∑RTT of all successful Test Packets

	
	
	Total number of successful Test Packets


1.6. Parameter Targets (Appendix B)
The performance of the service will be measured against SLA parameter target values on an ongoing basis.  A customer experience is determined by a combination of the performance of the IS Network and the performance of the customer’s access circuit, Service Level Parameters are only offered on the IS backbone network and in all cases the customer’s access circuit is excluded from SLA calculations. 

1.6.1. Local Service
Offers Service Level guarantees across the IS local network from the perspective of a specific PoP.
1.6.2. International Services

Offers Service Level guarantees across the IS International network, which is provided across the Rosebank – London and Rosebank – New York paths.

During outage conditions, i.e. in cases where the customers’ primary International path (either Rosebank – London or Rosebank – New York) is not available, customers will fail over to the alternate path. 
For the duration of the outage, statistics will be collected and will be compared against International targets.

For specific details of all IS Local and International PoP SLA Target values, please refer to Appendix B.

To view the relevant Availability and Utilization Stats, please view the IS Customer Zone (http://www.is.co.za).
1.7. Penalties and Rewards
In order to compensate customers for services that are delivered outside of SLA targets, IS proposes a penalty scheme based on the concepts outlined below:
1.7.1. Penalty Calculation Method

In order to compensate customers for services that are delivered outside of SLA targets, penalties will be calculated each Calendar Month, one month in arrears, based on IS’ performance during the month in question.

Due to the nature of the IS network and a desire to as closely as possible approximate the customer experience, all IS Access SLA’s are offered on the basis of:

1. The Per Local POP Access Service (Local Service)

2. The Optimum and Select Services (International Services)

As a natural consequence of this logical split, penalties shall be calculated for the local and international access portions separately, i.e. in calculating penalties for the Access SLA, IS places at stake a portion of the total value of the monthly revenue for the service which is attributed to either the Local or the International portion of the subscription, known as the penalty threshold and is specified as 20% of the total monthly revenue for the Local and International Services separately.

In addition, penalties shall be paid on a per parameter basis; with each parameter having an equal weighting, in effect, no single parameter can contribute more than 1/3 of the value of the penalty threshold for either the Local or the International Service.

If a single parameter target is not achieved, penalties will be paid only on that single parameter. If two parameter targets are missed, penalties will be paid on both of the parameters. If all three parameter targets are missed, penalties will be paid on all three parameters to a maximum of 20% of the total service subscription.

Penalties are paid on the basis of IS service credits and are credited to the customer’s account one month in arrears.
1.7.2. Penalties on Local Access Service
See Appendix B

1.7.3. Penalties on International Services

See Appendix B

1.7.4. Scheduled Maintenance

In order to deliver effective, operational services to our customers IS acknowledges that on a regular basis, the following steps are necessary in order to provide customers with the levels of service that have come to be expected of IS by our customers:

1. Preventative Maintenance on core infrastructure;

2. Moves, Additions or Changes to core infrastructure;

3. System Testing (new systems / enhancements) on core infrastructure;

4. System Implementation (new systems / enhancements) on core infrastructure

IS recognizes that all Scheduled Maintenance events require careful planning in order to ensure that our customers are impacted as lightly as possible. Customers are notified of Scheduled Maintenance activities by means of the IS Notification System - an SMS based notification system in which customers receive notification and details of planned Scheduled Maintenance.

It is important to note that IS includes all Scheduled Maintenance in its reported monthly performance statistics, i.e. normal outages and Scheduled Maintenance are treated equally in terms of performance monitoring and reporting.

IS has defined Scheduled Maintenance Windows as follows:

	Day
	Time

	Monday - Saturday
	12:00 p.m. – 6 a.m.

	Sunday
	12:00 p.m. – 8 a.m.

	
	


1. Scheduled Maintenance is limited to 3 hours per Service
, per Local POP per month.

2. Scheduled Maintenance is limited to 6 hours per Service, per International POP per month.

As such, Scheduled Maintenance may only occur within these timeframes. If Maintenance is required to be performed outside of these timeframes, it will be treated as an outage and normal penalties will apply (if the resulting outage is long enough to have a significant impact).
1.7.5. Scheduled Maintenance Exclusions

It is important to note that there is an exception to Scheduled Maintenance in so far as Power Maintenance is concerned.

Power Maintenance will not be included in reported performance monitoring statistics, as it occurs in a professional, well managed, customer consent driven manner, with ample notification on the part of IS to our customers.

Whilst all instances of Power Maintenance will be reported on the IS Customer Zone, Power Maintenance will not contribute towards the 2 hour per POP per month limit on Scheduled Maintenance.
1.8. Service Management
All IS customers have a certain level of service management available to them via the standard IS CRM systems: Siebel, Customer Zone in conjunction with IS operational processes and escalation procedures. 

There is, however, an additional support option, which meets the requirements of high level, mission critical and downtime intolerant customers – IS Service Management. IS Service Management ensures service delivery according to defined service levels and the measurement of the service performance to ensure customer satisfaction, and continued business relationship.
1.8.1. IS Service Management and SLA’s

A service manager is allocated to the customer
 once the SLA agreement has been signed. The Service Manager will assist in the management of infrastructure and service delivery through internal operational reviews, planning, management of changes and project management co-ordination to ensure performance of existing service levels are met.
1.8.2. Service Management benefits in relation to SLA Customers

1. Reduction in downtime through proactive planning

2. Direct access to escalation and problem resolution via the IS Customer Zone;

3. Provides the customer time to manage their business;

4. Continuous service measurement of SLA deliverables with consolidated monthly reporting.

1.8.3. Service Manager Responsibilities in relation to SLA Customers

1.8.3.1. Customer Communication

Communication all planned maintenance and critical outages – management of the service divisions within the Group and the communication back to the customer via monthly reporting;

1.8.3.2. Technical Consultancy

Trend analysis of the network performance and identification of service optimization opportunities;

1.8.3.3. Administration

Verification of data integrity of all CRM system customer data;
Ensuring post implementation Quality Assurance;

1.8.3.4. SLA Management

Negotiate, Co-ordinate, verify SLA formulation – definition of deliverables and management of the SLA contract to ensure customer expectations are met;
Produce reporting on all SLA measurements;

1.8.3.5. Change Control Management

Communication of all changes, both internally and externally.

2. Appendix A: 
Glossary
Access Circuit:
Physical infrastructure whereby the customer connects to IS’ network and is owned by the customer and operated by Telkom SA Limited;

Availability
The average path availability between two points on the network over the period of a calendar month;
Business Day:
Shall be Monday to Friday, except Public holidays in the Republic of South Africa;
Business Hours:
Shall be 07:00 – 18:00 on any given Business Day;
Calendar Day:
Shall be deemed to begin at 00:00:00 and end 23:23:59 on any day in a given month;
Calendar Month:
Shall be deemed to begin at 00:00:00 on the first Calendar Day of any given month and shall consist of the number of Calendar Days in such month, ending at 23:59:59 on the last Calendar Day of such month;
CRM:
Customer Relationship Management;
IDC:
Internet Data Centre;

IS:
Internet Solutions;
NMS: 
Network Monitoring System;
Packet Loss:
Packet Loss across a particular path on the network over the period of a calendar month;
POP: 
Point of Presence - shall be any physical geographic location at which IS provides Access Services;
RTT: 
Round Trip Time;
Service: 
Any IS solution/product which has a description of service contained herein;

Scheduled Maintenance:   
Time frames or periods, during which customers may experience partial or total Service unavailability. Such periods of Scheduled Maintenance shall be included in the measurement period for purposes of the SLA calculation of Availability (with the exception or Power Maintenance, which shall be excluded);

Scheduled Maintenance 
Window:  
The Scheduled Maintenance Window is defined as the periods during which IS may perform Scheduled Maintenance, to a maximum of 2 hours per POP per month. Scheduled Maintenance Windows are defined as:

Monday – Saturday: 12:00 p.m. – 6:00 a.m.

Sunday: 12:00 p.m. – 8:00 a.m.;

SLA: 
Service Level Agreement;
Telkom: 
Telkom SA Limited, which owns the infrastructure enabling physical connections from point to point via their network of exchanges;
3. Appendix B: 
Target Values and Penalty Payments

The SLA parameter commitments are specified in the table below for the Local Access PoPs service and each of the local Access POPs.
3.1. International

3.1.1. International Penalty Types
	Parameter type
	Penalty payment type

	Availability
	For each 0.1% (or part thereof) at is measured for Availability, the customer will receive a credit to the value of 10% of the penalty threshold, to a maximum of one third of the penalty threshold for the International Service.

	RTT
	For each 10 ms (or part thereof) RTT value is greater than the target value, the customer will receive a credit to the value of 10% of the penalty threshold, to a maximum of one third of the penalty threshold for the International Service

	Packet Loss
	For each 1% (or part thereof) Packet Loss value is greater than the target value, the customer will receive a credit to the value of 10% of the penalty threshold, to a maximum of one third of the penalty threshold for the International Service.

	
	


3.1.2. International Target Values

	Parameter type
	Optimum target value
	Select target value

	Availability
	99.8%
	99.5%

	RTT
	260 ms
	285 ms

	Packet Loss
	1.5%
	2%

	
	
	


3.2. Local

3.2.1. Local Penalty Types

	Parameter type
	Penalty payment type

	Availability
	For each 0.1% below (or part thereof) the target that is measured for Availability, the customer will receive a credit to the value of 10% of the penalty threshold, to a maximum of one third of the penalty threshold for the Local Service.

	RTT
	For each 10 ms (or part thereof) by which the measured RTT value is greater than the target value, the customer will receive a credit to the value of 10% of the penalty threshold, to a maximum of one third of the penalty threshold for the Local Service.

	Packet Loss
	For each 1% (or part thereof) by which the measured Packet Loss value is greater than the target value, the customer will receive a credit to the value of 10% of the penalty threshold, to a maximum of one third of the penalty threshold for the Local Service.


3.2.2. Local Target Values

	Local PoP
	Parameter type
	Local

target value

	Rosebank
	RTT
	33 ms

	
	Availability
	99.95%

	
	Packet Loss
	2%

	
	
	

	Cape Town
	RTT
	33 ms

	
	Availability
	99.95%

	
	Packet Loss
	2%

	
	
	

	
	
	

	Durban
	RTT
	33 ms

	
	Availability
	99.95%

	
	Packet Loss
	1.5%

	
	
	

	Pinelands
	RTT
	52 ms

	
	Availability
	99.95%

	
	Packet Loss
	1.5%

	
	
	

	Port Elizabeth
	RTT
	69 ms

	
	Availability
	99.95%

	
	Packet Loss
	2%

	
	
	

	Bryanston
	RTT
	33 ms

	
	Availability
	99.95%

	
	Packet Loss
	1.5%

	
	
	

	Pretoria
	RTT
	69 ms

	
	Availability
	99.95%

	
	Packet Loss
	2%

	
	
	


4. Appendix C: 
Penalty Illustrative Example
A clear understanding of the penalty mechanism can be obtained from the examples illustrated below:

1. Local Service: 
Total at stake: 20% of R5000, i.e. R1000

2. International Service: 
Total at stake: 20% of R15 000, i.e.R3000

	
	Availability
	RTT
	Packet loss

	Local SLA Increment
	R 100
	R 100
	R 100

	International SLA Increment
	R 300
	R 300
	R 300

	
	
	
	


	Parameter
	Target value
	Measured
	Payment

	Availability
	99.95%
	99.96%
	

	Packet Loss
	2%
	2%
	

	RTT
	55ms
	60 ms
	R 100


	Availability
	99.8%
	99.8%
	

	Packet Loss
	1.5%
	1.5%
	

	RTT
	260 ms
	270 ms
	R 300

	Total Penalty Payment
	
	R 300
	R 400

	
	
	
	


� IS offers three basic classes of service between POPs, being: a dedicated service, a prioritised service and a best effort service. IP Packets take precedence accordingly. The Optimum Service is an example of a dedicated network service.





� Please note that UDP Packets have the same priority as TCP Packets in the IS Network.


� Where Service refers to the IS service provided, in this case the Access service.


� In cases where the customer is not already a Service Managed account.
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